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Abstract

With the full-scale popularization of the TLS 1.3 protocol, the proportion of
encrypted traffic has exceeded 93% (Cloudflare, 2023), and the traditional detection
methods based on rule matching and deep packet inspection (DPI) for malicious
traffic identification are facing three major challenges: feature invisibility,
computational complexity, and real-time requirements. To enhance the detection
accuracy of malicious encrypted traffic, this paper proposes an encrypted malicious
traffic detection strategy that integrates dynamic feature engineering and multi-model
evaluation. Specifically, as follows:

(1) A three-level hybrid feature selection framework: By integrating Boruta
feature importance analysis, mutual information (MI), and chi-square test (Chi?), the
feature dimension on the CTU-13 dataset was reduced from 112 to 32
(dimensionality reduction ratio of 71.4%), and the F1-score was improved by 12.6%.

(2) Lightweight multi model evaluation system: integrating XGBoost, random
forest and other models, automatically selecting models through dynamic accuracy
threshold control, achieving a detection rate of 96.5% and a false alarm rate of 1.2%
in Doh hidden tunnel detection;

(3) Industrial grade visualization platform: supports processing of 40GB large
files, reducing PCAP parsing time to 37% of traditional methods. Experiments have
shown that the system can detect new types of encrypted malicious traffic such as
Dridex and Cobalt Strike, with a detection accuracy improvement of 41.8%
compared to the Snort rule library.

Keywords: encrypted traffic analysis dynamic feature selection XGBoost Zeek
parsing engine web visualization system
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# KO A%
app.config[' MAX_CONTENT_LENGTH'] = 40 * 1024**3  # 40GB 2
def upload_file():
file = request.files['file']
chunk_size = 1024 * 1024 # 1MB JrHt
while True:
chunk = file.stream.read(chunk_size)

if not chunk: break
write_to_temp(chunk) # 43 F #4k

2.1.2 HiEk 3 E

AFIEAIE B RME F ) Fe B TARAEAFTHXERT, TR
Fox R AE S HATH B, Ao TARAL, & 5 P 3E SR )| A TN
HFIEA IO R 2 AAER AR GG 2 LR 1o AUAF IR TR B
AR ILIRAZ R : KRR F R R AE Zeek B 3304 2 4d et
ITREAT, REHXASTR R EReG4FIE, MBR—IFIETNE], LS
RAFIERR S, RERBREAERXFHSPAEFIEGTEZMN, RLFHS
AR, WAL LR, TRIAMFRIE Zeek B £ 2| ) S RMAFIE

75 A,

K A# ] Cython #mik Pandas & FF4A4F, SRILT ML, &

B 3.8 45, Mo Rihha T

# 2 HERHERLE
df = pd.merge(flow_df, conn_df, on='uid’, how='inner')
df = pd.merge(df, ssl_df, on="uid', how="left') # ZiEH{%5 SSL4FAE




2.1.3 MEFE

ERB TR, B F RO E RS Zeek B 41
5 oh & AR Ko AR LM R 2-1 BT

& 2-1 BuRA
AR KA HHELE E R
XGBoost max_depth=12, learning rate=0.2 =#5 /& 4N
FaALAR 4K n_estimators=100, oob_score=True B:i& #1# jf &
X #H = hkernel="rbf', C=1.0 RS R

2.1.4 THAAE

ERBZEoHGTT, TANLEE ZRNSEF I LR, Zeek
RAEB EF S BRRBEMATREN T X ER, AL LR AR
Kah&iEs (D3. js 3E3)) HAp&AM (ECharts 5KIL) , EAY
FH R H R R SR B, XAEG TIRERTGE S, RN

Ao )~ AR~ " 8 T T AL R0 Ao KA e T

# SEEURETE G

@cache.cached(timeout=60)

def generate_heatmap():
sns.heatmap(...).savefig('heatmap.png') # ZZA-# )11

2.2 Bos#EIRR

Zeek 1A —/N3E KB R pATIESE, HMATAAZZ LB




Z —, Zeek BIAEIRALTEMT HRANME ARG R FE g &AW & B8 Fa gy
WE K. Zeek MEATIARAZ B 2-2 B~

+

. Frihe

fnEE PACP L1

LiE=10GB?

25k ssllog

&£ 5l conn.log+ 21l flowmeterlog+

RF CSv+

B 2-2 Zeek fEATIRAL

2.2.1 Zeek ¥R 5| %

Zeek 093G IR MAATI R L ML ST 09420, RAE T b K Ak
FRAT PR KA. ALY BT @m#rdg TLS 1.3 154 RIIE
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# HE X Zeek A (policy/mytls.zeek)
event ssl_extension(c: connection, ext_type: count, ext_data: string) {
if (ext_type == 0x001D) { # FEHU SNI ¥ &
Log::write(SSL::LOG, [Sid=cSid, sni=ext_datal);
}

2.2.2 FEIFIELEFE R

Zeek M B SAFIE LB A L F AT EOHL B, %
HeAE R IR B A AT E R O A MEAT R s B S AFIE R AL AL
Zeek At 45 MEARIE XAEIA T AOMEAT T 4K, R AN E, B

EP AR AT, FHEEMNEELERAR K. ALEZEHAZA
B AT 3 S AF IR,

(1) miFYrE, 2T Boruta 89 &M, HOKGT .

boruta = BorutaPy(RandomForestClassifier(n_estimators=100),
max_iter=100, verbose=2)

boruta.fit(X,y) # FEMHIEITHE

(2) WU E: Ml 5 Chi2ty A7 iE, BSR4 T

mi_scores = mutual_info_classif(X, y)

chi2_scores = chi2(X, y)[0]

selected = (mi_scores > np.percentile(mi_scores, 70)) |
(chi2_scores > np.percentile(chi2_scores, 70))

(3) & RE: FFEI FORFELERI L, BOREGWT:




while current_precision > 0.95 * max_precision:
remove_lowest_rank_feature()
retrain_model()

2.2.3 ZRAFEER

Zeek 09 ZAERIEEAER R LA ST E TRk F s, 8
TR R S AP AT LR AR BGR A A AT R R R, AR A
Zeek 893 BB H kA Zeek 89 R I # 73t 471048

Zeek W S B M E AR L IG5 ARAT 5| 094 AL 4 4F, @it
% W AR F IR FREMEAT RS HEBFREEH R4 T

def select_best_model(metrics_df):
# TOPSIS ZHahri . (FEFE 40%, T 30%, MAFE 30%)
weights =[0.4, 0.3, 0.3]
normalized = metrics_df.apply(lambda x: x/x.max(), axis=0)
scores = normalized. dot(weights)
return scores.idxmax() # iR [FlE AT 44 FR

TOPSIS # R iR AZ4n & 2-3 AT T-.

10
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B 2-3 TOPSIS # ¥ iAAz
Zeek BRI P I A RFINT PR LA R 5HE, 5
PR 2422 A TR 45 B2z frm AP iy, K8 Pickle A 7452

REREHB, BORAT:

with open('best_model.pkl', 'wb') as f:
pickle.dump(model, f) # FEAYEEAAL,

11




2.3 XHEHEKEKA

Zeek M SRR FARARZLFRIAESANGZ S, BLSH
£

i
Bk R F PR A Fe fEAT R & GG R T . AL B SAFIE L 3

il

A2 [ 2-4 P :

— MitH s TopdEE  — e HERMEST
e o
FOSSE  —— Boutalllif —ETHRE—  BEET FEEE — RETH

S hE — T — B GHBRET

A 2-4 HSHIEGFRALE

2.3.1 Zeek K XA LA

Zeek EALIZ K AL I F B BEAT A B AL A A F bR R ) A2 Fe
TRAR . DRI AR G K4 T

def parse_large_pcap(file_path):
chunk_size = 10**8 # 100MB
for chunk in read_in_chunks(file_path, chunk_size):
process_chunk(chunk) # ZXERAFEHT
gc.collect() # FBNAERIIL

iz ] 10GB A= 40GB &9 U K b ATHEge xF b, dm & 2-2 PR,

* 22 MfdsiR ek
LR FRTEAR(s) AT EAE(s) N A%EAEMB)

10GB 892 352 1024384
406GB A A i 1850 -—4096
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2.3.2 Zeek T AL E F

Zeek A9 F BT TTALALIE e R A R IR E ) AT2E R4 A ALALAY
B R, A% n it ARREIPI S B AniE /) . Bootstrap "f1 &2

XA By A%es R dm T

<l PR EW KT (templates/dashboard.html)  -->
<div class="row">
<div class="col-md-6" id="heatmap-container"></div>
<div class="col-md-6" id="radar-chart"></div>
</div>

ZIFCE ik 1 E AN AR L

/] SEBRIEREUE Y4B (static/js/update.js)
setinterval(() => {
fetch('/api/model_metrics').then(data => {
updateRadarChart(data); // ECharts 3h 2l
1;
},5000); // %5 FPEH

3 B HEEI
3.1 Zeek #ira & H ik ik

Zeek F A —HAF ML RENATIER, HAFIERESH KK
st A BUR AN E AR A SRR AT HER TR, A4 Zeek
4 mx %9 conn/ss|/flowmeter =X B &, K A UID FE8HIT R ELIC AL,

b AN AW ILE G
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# 2R RS AL

def merge_tables(flow_df, conn_df, ssl_df):
# TiALEE: Zi— UID A%
flow_df['uid'] = flow_df['uid'].str.slice(0,8)
conn_df['uid'] = conn_df['uid'].str.strip('C")

# =B BORIEE (b E RRFAXR)D

stepl = pd.merge(flow_df, conn_df, on='uid', how='inner', validate="m:1")
step2 = pd.merge(stepl, ssl_df, on="'uid', how='left', suffixes=('_flow','_ssl'))
return step2.dropna(subset=['flow_duration']) # XIE LS E

HHEEN: RRERHIEEN F={f,,, ...}, 2AXKE4L
PR IE TR AFAESE %
F={f;,f; ..., fn}Xenhanced = © Friow @D Feonn D Fss1)
O TARENLIE, HAT UID 69X IxIRAE
3.2 Zeek ™ML FFH &

Zeek S 4EIERBFH k2 LW DUR A Ae 04T 09 428 04, @i
FRAEFRA K IFIEALS ERR DT R EFEHE, ALEKH
Boruta 4% AE 304 & M LS o

X Bt k%P shadow HFIEBI R KEZZMHH S o L.
|5, -5, ,|<ee=0.01)
B, P& 4 Ak F AR

Hikut i £ 2% A0(k- (n? + mlogm)), HFkHikKKRHK, n
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HEERE, m HAFIER ., £ R T/ CTU-13 K IBE L -F iz fTat i)
A 8. EFIEEFHNKALLT .

def dynamic_feature_selection(X, y, model, max_iter=100):
# BB 1: Boruta i
boruta = BorutaPy(model, max_iter=max_iter)
boruta.fit(X, y)
selected = X.columns[boruta.support_]

# BB 2: MI-Chi? BRA ik
mi_scores = mutual_info_classif(X[selected], y)
chi2_scores = chi2(X[selected], y)[0]

# BABUETHE (AT 30%4HIE)
mi_thresh = np.percentile(mi_scores, 70)
chi2_thresh = np.percentile(chi2_scores, 70)

# A O RRHIE
union_features = selected|
(mi_scores > mi_thresh) | (chi2_scores > chi2_thresh)

]

return union_features

3. 3 XGBoost # &£ 4L

Zeek 454 XGBoost A # TR E AT, TBIT AT S 4 Z kL
g B ERALA M E, EPARAREBFRIARMIEE R

R RAEE, BSR4 T

from sklearn.model_selection import GridSearchCV

param_grid = {
'max_depth': [6, 9, 12, 15],
'learning_rate': [0.1, 0.2, 0.3]

15




grid = GridSearchCV(XGBClassifier(), param_grid, cv=5)
grid.fit(X_train, y_train)
print(f" i 241 {grid.best_params_}") # #iti: {'max_depth"12, 'learning_rate':0.2}

AR B T XA AR K o B3 AT IIE AT,

£= > [w-yilog(p) + (1 = y)log(1 = p)] + A Il w I

i=1

HbhwHEARE (BF: BH=3:1) , A=1.5 K L2 ENIZ

i$4% Hl Intel OpenMP B 7oif 3t T TAZMKAL, AF1F ) 2Rk K 4%
A 2.34%, B ARAG4T

# i &

export CC=icc

export CXX=icpc

pip install xgboost --install-option="--openmp"

4 Zeek FUH TR GEAT E

Zeek BT AN R AT BR ML R E DAL RN AN BT

Ram, TN EAEM B 41 FFTo
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MEEE HEeH PCAPTFHR

[} i i

FEE
Rds | m THER et i e

[ [} ]

e

ik [ ECharts WebGL Boctstrap

i [} [y

A

WehR
]

A 41 TR ARME

4.1 ZARMIEZT

WA TARLEAARHMBE TR, AXLaiamXLERALAT
Bootstrap 5 #yvk & X A 5, i BL PC A= A5 3%, IR 412 4 & & A Flask
Bh s HRBELE, KEHGBEZRN D ELHRTOBLEH R
45 PCAP— fid AT B & 4 124E1%) |, FF1E%5JE: Celery 5% XL 4%

A7), SR TF .

# RGGMZ OS] Capp.py H43# HD
@app.route('/corr_analysis_CTU-13')
@cache.cached(timeout=3600) # %53RZ24F 1 /M)
def corr_analysis():
df = pd.read_csv('ctul3_corr_features.csv')
plt.figure(figsize=(20,20))
sns.heatmap(df.corr(), annot=True, cmap="'coolwarm')
plt.savefig('static/imgs/corr_heatmap.png')

return render_template('corr_analyze.html')
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4.2 Zeek K XA H %

Zeek f2AEFE K I AL Hr it E B AF R AR VAEE FUbE AR 1) AL A R

R, BAFERALE B 4-2 P,

R Al ISy HiEE
EAAEELG

POST /evaluate

JIERUIE

v

RE#E

.‘. e
HATEEET

loop  [4MER]

THEEE/AEE/A

-

JSONMERE

B ChartsEE

BTHAER

A 4-2 BRAFERAAR
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4.2.1 5348 FEALH]

Zeek 413t K XA 53k LG F o9 E R F £, BNk
HET L i KA o R 5 T A 8 A B B R
4n T

# e AR Sz
UPLOAD_CHUNK_SIZE = 128 * 1024 * 1024 # 128MB 4}k

def upload_large_file():
file = request.files['file']
total_size=0
while True:
chunk = file.stream.read(UPLOAD_CHUNK_SIZE)
if not chunk: break
total_size += len(chunk)
write_chunk(chunk) # 7385 NIlf# o4
merge_chunks() # & IR

Ae 3t tbdm & 4-1 P73,

k41 B XA ARk
KRS AER 4ERE (s) 3k EAERTIA] (s) M %48 (MB)

1GB 58 62 1024 — 128
10GB 602 635 00M = 256
40GB % W (00M) 2418 - = 512

4.2.2 B&F T

Zeek W/ 6 T I MM AR BI R HHERREFHEXHFRES
M d, RERSRZAEMRERALIZR S . BRI T
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# Celery 0 {E55 (tasks.py)

@celery.task

def async_parse_pcap(file_path):
subprocess.run(f'zeek -C -r {file_path}", shell=True)
logs = collect_logs()
return logs.to_json()

# Hlw A A D

@app.route('/start_parse')

def start_parse():
task = async_parse_pcap.delay(file_path)
return jsonify(task_id=task.id)

4.3 Zeek R TAMUBRKEEEAT E

Zeek B9 R U TN R 4B 1T % % B KR E AKX B A 047, W
SR EIHA AMEY 24 S B Rs B . WEB AL T d 4o B 4-3

i

A REGURSE

HERPCAPSIFRIRE, Eimaidd®s

ST 64%

A 4-3 TALF &
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4.3.1 Zeek I 5 # A B FEE L HERKFER

B IR R 25 56 9 5 B A3 A0 A AT 7 R, s K
A T

# PAEE S (app.py 2 157-163 17)
def generate_heatmap(df):
corr_matrix = df.corr()
mask = np.triu(np.ones_like(corr_matrix)) # [y 3=
sns.heatmap(corr_matrix, mask=mask, annot=True,
cmap='coolwarm’, fmt=".2f") # [[&] 4-3]
plt.savefig('static/imgs/latest_heatmap.png', bbox_inches="tight')

AT UERAERNM A EERE, B 4-4 FTT,

A DMBE ) BN | S
THIES T
SEAXIEANE

K 4-4 KE#HAE

4.3.2 Zeek B A i4E FH A FE N T &

AR IFAE B R A F R Zeek P ATRAGZ S TR, HOK
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Z.%—JIU'F .

<l-- ECharts FFiAESZH (templates/model_radar.html)  -->
<div id="radar-chart" style="height:500px;"></div>
<script>
fetch('/api/model_metrics').then(data => {
const chart = echarts.init(document.getElementByld('radar-chart'));
chart.setOption({
radar: {
indicator: [
{name: 'Accuracy’, max: 1},
{name: 'Precision’, max: 1},
{name: 'F1-Score', max: 1}

]
2
series: [{
data: [{
value: [data.accuracy, data.precision, data.f1],
name: 'Model Performance'
1)
1
1;
1;
</script>

AT AL RATARAM AR, 0B 4-5 7.

FERPCAPXIHEERE, sl dti®sris

ﬁﬂlﬁ!ﬁiﬂi RandomForest ~

REMERERRITRILL R

) \ )
)
/

/
/.‘

@ Rar st 120
100
80
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B 4-5 BEBRAR

4.3.3 Zeek BTN R R EINT £

HIFDHTRNAEBEREREFIEGRE TR, AT A Zeek

A T AACEI S KA

# BAEATDHE (app.py 2 189-195 47)
def show_data_distribution():
sizes = [benign_size, malware_size]
labels = ['Benign’', 'Malicious']
plt.pie(sizes, labels=labels, autopct='%1.1f%%’,
explode=(0, 0.1)) # [ 4-5]
plt.savefig('static/imgs/data_pie.png')
return render_template('data_dist.html')

A FUEBSKRAEIEFRIENEE, 0B 4-6 T

A TR 1S5 | M

SRIEBNERE
1,000 MB © 300 mB O 700 MB
] MEXBST BERGREST

BERE

. )
- I I l

A 4-6 RHRFEUERE
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4.4 P ReRAL R %

4.4.1 Zeek %2 RE GWH R EREIN T E

Zeek 09 5 B4 B R RB Ly RRIFE A RS, RERSTRES
AR EAKTT R B4, 5 RE AW R4 T

# Redis ZZA7ICE (app.py 5 25-28 17)

cache = Cache(config={
'CACHE_TYPE'": 'RedisCache’,
'CACHE_REDIS_URL": 'redis://localhost:6379/0',
'CACHE_DEFAULT_TIMEOUT': 300 #5 434}

)

@cache.memoize() # JTEHRSELT
def compute_model_metrics(model):
return model.evaluate()

St % B4 BALR| BEAT K, & AP RX Ak 4-2 BT

242 Ao vEAEEX

HREA FE S F 359 ;2 B 18] (ms)
BRI 100% 1243
— KT 23% 287

= & 3% 4] (100QPS) 1% 352

4.4.2 Zeek GPU 4mik g F & 452 7 &

Zeek #9 GPU Amif 8 4 R il i F M)+ B KW #2A T AL P Ak
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GPU #m ik /8 4% 8 X e F

// WebGL # /7 EE Y2 (static/js/webgl_heatmap.js)

const canvas = document.getElementByld(‘heatmap-canvas');
const gl = canvas.getContext('webgl');

initWebGLShader(gl); // ¥IaEtbE 2%
updateHeatmapData(gl, corrMatrix); // GPU 5 B & dE

EF VA EB SRS I, GPU Aok iz e, 8 i fe st b 24k 4-3

Pz o
) 4-3 ERMEREATRE
AR Canvas 2D (ms) WebGL (ms)
50x50 18 22
200x200 245 63
500x500 A28+ (>1000) 128

5. RBLEREHH
5.1 KIIH%

A3/ Ubantu 3R35 T 7 Ak, CPU 3% % 1% RK3566 Wi 64 1%
2% NABE KK 8EB, FIIREImE 5-1 T

& 5-1 RRIRFER

B LA
CPU 7 RK3566 WA 64 {5 /b 18 %
N A 8GB (LPDDR4/4X)
X emmc 1A 4423k 64GB
B ER% Ubantu
MK F & CTU-13. CIC-DoH2020
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5.2 AFIEZFEHR

AKLIEIET CTU-13 4 A= DoH 4 &, ST HL T A 4k 5-2

P o
k52 HiEmAARERE

7 ik CTU-13 4% DoH % &
JR Y5 44X 112 98
Boruta 67 58
ATk 32 28

5.3 BAM g T EL

A XK F XGBoost AL, MEAHE ., HAHE. Fl-score fnif3Z
RE T @IYFINT . BRI L&Ak 5-3 BT,

%53 AN LE
A2 A BEHE FAE Fl-score R Z (F/#))

XGBoost 98. 7% 97.2% 97.9% 1243
LightGBM  97.1% 95. 8% 96. 4% 1385
CNN 95. 3% 93. 1% 94. 2% 892 (% GPU)

6 L E5RZ

AKLAS BB ERZAENG KB, BET —FREFS
I TAE LS ZAEAIPE L R %, BUFAT R E:

ERFMEIREARAKALEL, BRE =R R A4 IELHFERE

(Boruta—MI-Chi2?) , /& CTU-13 #4E & E LA ELEZ N 112 5 E
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32, FliFtk4F Fl-score A 98. 7%, GI#7 LM 5| NF) A% K H 4812 ]
Buk], R AR L B AR B ] Y AL

FEREAL M B R AL b M) 32428 10 XGBoost A2 A | M 3¥ % ik 1243
/R, BAEGAMARARIE A 2.1 42, 57T TOPSIS % 45473 R 5 %,
72 Doh # 3B & L5230 96. 5% M £ RIRFILE 1. 2%,

B TARLE 3R b, FFR X 4F406B K LA F209 Web R 45, FEAT
R E B Wireshark 32 7F 63%, F3 7 £ R Z X T A, ALY

B8 B o 3. 2PB iR = £ 35
RERKCRFLEARR, NEEAT 7 M %t
(1) thay

¥ QUIC WU, £ HTTP/3 =%, Erx TLS 1.3 /m

9 SNI 5 £ 69 75 R AT Bt
(2) BREEL

FE iR A BAEAK, 5 XGBoost A E45 £ 1MB VAR, 7 X FPGA

AR 7 K, R IARAY RS BT AR M
(3) ZAFai

FINA BB, B bERAEERSTIRINER, HE 8
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MERIEFN T &, FIHAKREE IPEARERN P H,

il
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Mt &

M —: Flask & F £ X425

app = Flask(__name_ J#¥JUH1L APP

app.secret_key = 'LRC_iu'

cache = Cache(app, config={'CACHE_TYPE": 'simple'})
bootstrap = Bootstrap(app)

#ENE G, RAfF EAR RIS

UPLOAD_FOLDER = 'uploads'

if not os.path.exists(UPLOAD_FOLDER):
os.makedirs(UPLOAD_FOLDER)

app.config['UPLOAD_FOLDER'] = UPLOAD_FOLDER

#QIE SO, DRAFAR T a0 H S

SAVE_FOLDER = 'logs'

if not os.path.exists(SAVE_FOLDER):
os.makedirs(SAVE_FOLDER)

app.config['SAVE_FOLDER'] = SAVE_FOLDER

#IR 1] A% SO KNy 40GB

app.config['MAX_CONTENT_LENGTH'] =40 * 1024 * 1024 * 1024

app.config['UPLOAD_EXTENSIONS'] = ['pcap’, 'pcapng','log']

@app.route("/")

def home():
files = os.listdir(app.config['UPLOAD_FOLDER']) #3k B A4 32 1 i S0 441 56
return render_template("index.html")

@app.route('/upload', methods=['GET', 'POST'])
def upload_file():
if request.method == 'POST":
f = request.files['file']
# FIWOC R BT R
if f.filename ==""
flash('No selected file')
return redirect(request.url)
#return render_template('upload_index.html')
if f.filename.split(".")[-1] not in app.config['UPLOAD_EXTENSIONS']:
flash('Invalid file type')

30



return redirect(request.url)
#return render_template('upload_index.html')

# PRAF S

filename = secure_filename(f.filename)

if os.path.exists(os.path.join(app.config[' UPLOAD_FOLDER'], filename)):
flash('File already exists')
return redirect(request.url)
#return render_template('upload_index.html')

else:
f.save(os.path.join(app.config['UPLOAD_FOLDER'], filename))
flash('file uploaded successfully')

return render_template('upload.html')

@app.route('/Parse', methods=['GET', 'POST'])
def parse_file():
files = os.listdir(app.config['UPLOAD_FOLDER'])
if request.method == 'POST":
file_name = request.form.get('file_name') #3E B 44
file_path = os.path.join(app.config[' UPLOAD_FOLDER'], file_name) #3H L4 #5645

#ARBOCIE 44

base_name = os.path.splitext(file_name)[0]

#Ol 7 Hx

output_dir = os.path.join(app.config['SAVE_FOLDER'], base_name)
os.makedirs(output_dir, exist_ok=True)

if not os.path.exists(file_path):
return 'File does not exist'
# 1 Ubuntu 23/ F iy 2 “zeek flowmeter -C -r target pcap path -p save log path” fi# /7
AR ST B peap LR

process=subprocess.Popen("zeek flowmeter -C -r "+file_path, shell=True)

HEEAR T IRERE SE R
process.wait()

# FRHL app.py FITER) H R
app_dir = os.path.dirname(os.path.abspath(__file_ ))
#F2 3028 B H SR 2] output_dir
for log_file in os.listdir(app_dir):
if log_file.endswith('.log"):
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if os.path.exists(os.path.join(output_dir, log_file)):
os.remove(os.path.join(output_dir, log_file))
shutil.move(os.path.join(app_dir, log_file), output_dir)

return render_template("parse.html" files=files)

MF . &3 CTU-13 % EEAESH

# 4 zeek HEIFN A H EEHR A python H1
def data_select(path1,path2,path3):
log_to_df = LogToDataFrame()
df _conn =log_to_df.create_dataframe(pathl)
df ssl =log_to_df.create_dataframe(path2)
df flow =log_to_df.create_dataframe(path3)
print('Read in conn {:d} Rows...".format(len(df_conn)))
print('Read in ssl {:d} Rows...".format(len(df_ssl)))
print('Read in flowmeter {:d} Rows...".format(len(df_flow)))

# Feature selection

df _conn['uid_length'] =df_conn['uid'].str.len()

features_conn = ['uid','orig_bytes','service', 'resp_bytes','conn_state’,
'missed_bytes','orig_pkts','orig_ip_bytes','resp_pkts','resp_ip_bytes']

feature_df conn = df_conn[features_conn]

df_ssl['uid_length'] = df_ssl['uid'].str.len()

features_ssl = ['uid’,'curve’,'resumed','established','version’,
'cipher’,'subject’,'issuer']

feature_df ssl=df ssl[features_ssl]

df flow['uid_length'] = df_flow['uid'].str.len()
features_flow =
['uid','flow_duration','fwd_pkts_tot','bwd_pkts_tot','fwd_data_pkts_tot','bwd_data_pkts_tot','f
wd_pkts_per_sec','bwd_pkts_per_sec','flow_pkts_per_sec',
'down_up_ratio','fwd_header_size_tot','fwd_header_size_min','fwd_header_size_ m
ax','bwd_header_size_tot','bwd_header_size_min','bwd_header_size_max’,
'flow_FIN_flag_count','flow_SYN_flag count','flow_RST flag_count','fwd_PSH_flag c
ount','bwd_PSH_flag_count','flow_ACK_flag_count’,
'fwd_URG_flag_count','bwd_URG_flag_count','flow_CWR_flag_count','flow_ECE_fla

g_count’,
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'fwd_pkts_payload.max','fwd_pkts_payload.min','fwd_pkts_payload.tot','fwd_pkts_p
ayload.avg','fwd_pkts_payload.std',

'owd_pkts_payload.max','bwd_pkts_payload.min','bwd_pkts_payload.tot','bwd_pkts
_payload.avg','bwd_pkts_payload.std',

'flow_pkts_payload.min','flow_pkts_payload.max','flow_pkts_payload.tot','flow_pkts
_payload.avg','flow_pkts_payload.std',

'fwd_iat.min','fwd_iat.max’,
'fwd_iat.tot','fwd_iat.avg','fwd_iat.std','bwd_iat.max','bwd_iat.min','bwd_iat.tot','bwd_iat.avg',’
bwd_iat.std',

'flow_iat.min','flow_iat.max','flow_iat.tot','flow_iat.avg','flow_iat.std','payload_bytes
_per_second','fwd_subflow_pkts','owd_subflow_pkts','fwd_subflow_bytes','bwd_subflow_byte
s,

'fwd_bulk_bytes','bwd_bulk_bytes','fwd_bulk_packets','bwd_bulk_packets','fwd_bul
k_rate','bwd_bulk_rate','active.min’,'active.max’,'active.tot','active.avg','active.std',

'idle.min’,'idle.max','idle.tot','idle.avg','idle.std','fwd_init_window_size','bwd_init_wi
ndow_size','fwd_last_window_size','bwd_last_window_size']

feature_df flow = df flow[features_flow]
# merge features with uid
df f1 = pd.merge(feature_df flow,feature_df conn,how='outer',on="'uid')
df fsm= pd.merge(df_f1,feature_df ssl,how='outer',on="uid')
# only TLS flows
df_onlytls = df_fsm.dropna(subset=['version'])
# make sure a complete TLS connection
df onlytls1 = df _onlytls.query("established == 'T"")
print(df_onlytls.shape,df_onlytlsl.shape)
return df_onlytlsl
# Benign
#normall
# FRECI R IAS B 260 B8 42
script_dir = os.path.dirname(os.path.abspath(__file_ ))
# TR U a0 R AT
path1l = os.path.join(script_dir, "../data/CTU13/Normal/capturel/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Normal/capturel/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Normal/capturel/flowmeter.log")
pathl =r"../data/CTU13/Normal/capturel/conn.log"
path2 =r"../data/CTU13/Normal/capturel/ssl.log"
path3 =r"../data/CTU13/Normal/capturel/flowmeter.log"

HIEAT RO
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normall = data_select(path1,path2,path3)
print("H A FIWT: ", normall.isnull().any())

print(" & HRAE TS T ", normall.isnull().sum())
print(normall.shape)

#normal2
path1l = os.path.join(script_dir, "../data/CTU13/Normal/capture2/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Normal/capture2/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Normal/capture2/flowmeter.log")
pathl =r"../data/CTU13/Normal/capture2/conn.log"
path2 =r"../data/CTU13/Normal/capture2/ssl.log"
path3 =r"../data/CTU13/Normal/capture2/flowmeter.log"

#EAT B i 1

normal2 = data_select(path1,path2,path3)
print("HRAEFIWT: ",normal2.isnull().any())

print(" & HRAEHFIAT S TE: ", normal2.isnull().sum())
print(normal2.shape)

#normal3
path1l = os.path.join(script_dir, "../data/CTU13/Normal/capture3/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Normal/capture3/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Normal/capture3/flowmeter.log")
pathl =r"../data/CTU13/Normal/capture3/conn.log"
path2 =r"../data/CTU13/Normal/capture3/ssl.log"
path3 =r"../data/CTU13/Normal/capture3/flowmeter.log"
#REAT B i 1
normal3 = data_select(path1,path2,path3)
print("H A FIWT: ",normal3.isnull().any())
print(" & HRAEHIAT S TE: ", normal3.isnull().sum())
print(normal3.shape)

# Malicious

#Bunitu
pathl = os.path.join(script_dir, "../data/CTU13/Bunitu/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Bunitu/ssl.log")
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path3 = os.path.join(script_dir, "../data/CTU13/Bunitu/flowmeter.log")
path1 =r"../data/CTU13/Bunitu/conn.log"

path2 =r"../data/CTU13/Bunitu/ssl.log"

path3 =r"../data/CTU13/Bunitu/flowmeter.log"

#REAT B i 1

Bunitu = data_select(path1,path2,path3)
print("H A FIWT: " Bunitu.isnull().any())

print(" & HRAERIAT S TE: ", Bunitu.isnull().sum())
print(Bunitu.shape)

#Cobalt
path1l = os.path.join(script_dir, "../data/CTU13/Cobalt/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Cobalt/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Cobalt/flowmeter.log")
path1 =r"../data/CTU13/Cobalt/conn.log"
path2 =r"../data/CTU13/Cobalt/ssl.log"
path3 =r"../data/CTU13/Cobalt/flowmeter.log"

#EAT B i 1

Cobalt = data_select(path1,path2,path3)
print("HAE FIWT: ", Cobalt.isnull().any())

print(" & HRAEHIIT G TE: ", Cobalt.isnull().sum())
print(Cobalt.shape)

#Dridex
pathl = os.path.join(script_dir, "../data/CTU13/Dridex_/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Dridex_/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Dridex_/flowmeter.log")
pathl =r"../data/CTU13/Dridex_/conn.log"
path2 =r"../data/CTU13/Dridex_/ssl.log"
path3 =r"../data/CTU13/Dridex_/flowmeter.log"

HIEAT RO
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Dridex = data_select(path1,path2,path3)

Dridex = Dridex.iloc[:6630,:]

print("HAE FIWT: ", Dridex.isnull().any())

print(" & HRAEHIIT G E: ", Dridex.isnull().sum())
print(Dridex.shape)

#Tickbot
pathl = os.path.join(script_dir, "../data/CTU13/Tickbot/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Tickbot/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Tickbot/flowmeter.log")
path1 =r"../data/CTU13/Tickbot/conn.log"
path2 =r"../data/CTU13/Tickbot/ssl.log"
path3 =r"../data/CTU13/Tickbot/flowmeter.log"

#EAT B 1

Tickbot = data_select(path1,path2,path3)

Tickbot = Tickbot.iloc[:6630,:]

print("HAE FIWT: " Tickbot.isnull().any())

print(" 7 SRR HIAT HIWT: " Tickbot.isnull().sum())
print(Tickbot.shape)

#TRasftuby
pathl = os.path.join(script_dir, "../data/CTU13/TRasftuby/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/TRasftuby/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/TRasftuby/flowmeter.log")
pathl =r"../data/CTU13/TRasftuby/conn.log"
path2 =r"../data/CTU13/TRasftuby/ssl.log"
path3 =r"../data/CTU13/TRasftuby/flowmeter.log"

#EAT B 1

TRasftuby = data_select(path1,path2,path3)
print("HAE FIWT: " TRasftuby.isnull().any())

print(" & HRRAE AT AT ", TRasftuby.isnull().sum())
print(TRasftuby.shape)

#Trojan_Yakes
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path1l = os.path.join(script_dir, "../data/CTU13/Trojan_Yakes/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Trojan_Yakes/ssl.log")

path3 = os.path.join(script_dir, "../data/CTU13/Trojan_Yakes/flowmeter.log")
pathl =r"../data/CTU13/Trojan_Yakes/conn.log"

path2 =r"../data/CTU13/Trojan_Yakes/ssl.log"

path3 =r"../data/CTU13/Trojan_Yakes/flowmeter.log"

#EAT B 1

Trojan_Yakes = data_select(path1,path2,path3)
print("H A FIWT: " Trojan_Yakes.isnull().any())

print(" & B RAG K47 HIWr: " Trojan_Yakes.isnull().sum())
print(Trojan_Yakes.shape)

#Vawtrak
pathl = os.path.join(script_dir, "../data/CTU13/Vawtrak/conn.log")
path2 = os.path.join(script_dir, "../data/CTU13/Vawtrak/ssl.log")
path3 = os.path.join(script_dir, "../data/CTU13/Vawtrak/flowmeter.log")
pathl =r"../data/CTU13/Vawtrak/conn.log"
path2 =r"../data/CTU13/Vawtrak/ssl.log"
path3 =r"../data/CTU13/Vawtrak/flowmeter.log"

#EAT B 1

Vawtrak = data_select(path1,path2,path3)

Vawtrak = Vawtrak.iloc[:6630,:]

print("HAE FIWT: " Vawtrak.isnull().any())

print(" & SRARAEL AT AT " Vawtrak.isnull().sum())
print(Vawtrak.shape)

# B It

Benign = pd.concat([normall,normal2,normal3],axis=0)

Malicious = pd.concat([Bunitu,Cobalt,Dridex,Tickbot,TRasftuby,Trojan_Yakes,Vawtrak],axis = 0)
df = pd.concat([Malicious,Benign],axis=0)

print('Malware size: {:d}'.format(len(Malicious)))

print('Benign size: {:d}'.format(len(Benign)))

all_zero_columns = df.apply(lambda x: all(x == 0))

# MERE ST ENPA S
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df = df.drop(df.columnsl[all_zero_columns], axis=1)

# ¥4 timedelta64[ns] 2SR B HE ey int 257
df['flow_duration'] = df['flow_duration'].dt.total_seconds()
df = df.drop('service',axis=1)

df = df.drop('established',axis = 1)

print(df.shape)

#ob_feature = df.select_dtypes(include='object')
#print(ob_feature.shape)

new_df = df.select_dtypes(exclude='object')
print(new_df.shape)

# QPR
y = np.hstack((np.full((1,len(Malicious)),0),np.full((1,len(Benign)),1))).T

y =y.ravel()
print(y.shape)

#AHORTE )M, BEILESE 0.4

corr_matrix = new_df.corr()

redundant_features =[]
foriin range(len(corr_matrix.columns)):
for j in range(i+1, len(corr_matrix.columns)):
if abs(corr_matrix.iloc[i, j]) >= 0.4:
redundant_features.append(corr_matrix.columnslj])

corr_features = new_df.drop(redundant_features, axis=1)

# 34F corr_features F| csv 3/

corr_features.to_csv('ctul3_corr_features.csv', index=False)

print("Remaining features after removing redundancy:")
print(corr_features.columns)
print(corr_features.shape)

# 2l T

plt.figure(figsize=(20, 20))
sns.heatmap(corr_features.corr(), annot=True, fmt=".2f")
plt.show()

# bRAELEE
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to_matrix = zat.dataframe_to_matrix.DataFrameToMatrix()
corr_X =to_matrix.fit_transform(corr_features)

print(corr_X.shape)

# CRAEEE
np.save('ctul3_corr_X.npy', corr_X)
np.save('ctul3_y.npy', y)

Bk = : DOH 432425
def data_select(path1,path2,path3):

log_to_df = LogToDataFrame()

df _conn =log_to_df.create_dataframe(pathl)

df ssl =log_to_df.create_dataframe(path2)

df flow =log_to_df.create_dataframe(path3)

print('Read in conn {:d} Rows...".format(len(df_conn)))
print('Read in ssl {:d} Rows...".format(len(df_ssl)))
print('Read in flowmeter {:d} Rows...".format(len(df_flow)))

# Feature selection

df _conn['uid_length'] =df_conn['uid'].str.len()

features_conn = ['uid','orig_bytes','service', 'resp_bytes','conn_state’,
'missed_bytes','orig_pkts','orig_ip_bytes','resp_pkts','resp_ip_bytes']

feature_df conn = df_conn[features_conn]

df_ssl['uid_length'] = df_ssl['uid'].str.len()
features_ssl = ['uid’,'curve’,'resumed','established','version’,
‘cipher’,'subject’,'issuer']

feature_df ssl=df ssl[features_ssl]

df flow['uid_length'] = df_flow['uid'].str.len()
features_flow =
['uid','flow_duration','fwd_pkts_tot','bwd_pkts_tot','fwd_data_pkts_tot','bwd_data_pkts_tot','f
wd_pkts_per_sec','bwd_pkts_per_sec','flow_pkts_per_sec',
'down_up_ratio','fwd_header_size_tot','fwd_header_size_min','fwd_header_size_ m
ax','bwd_header_size_tot','bwd_header_size_min','bwd_header_size_max’,
'flow_FIN_flag_count','flow_SYN_flag count','flow_RST flag_count','fwd_PSH_flag c
ount','bwd_PSH_flag_count','flow_ACK_flag_count’,
'fwd_URG_flag_count','bwd_URG_flag_count','flow_CWR_flag_count','flow_ECE_fla

39



g_count’,
'fwd_pkts_payload.max','fwd_pkts_payload.min','fwd_pkts_payload.tot','fwd_pkts_p
ayload.avg','fwd_pkts_payload.std',
'bwd_pkts_payload.max','bwd_pkts_payload.min','bwd_pkts_payload.tot','bwd_pkts
_payload.avg','bwd_pkts_payload.std',
'flow_pkts_payload.min','flow_pkts_payload.max','flow_pkts_payload.tot','flow_pkts
_payload.avg','flow_pkts_payload.std',

'fwd_iat.min','fwd_iat.max’,
'fwd_iat.tot','fwd_iat.avg','fwd_iat.std','bwd_iat.max','bwd_iat.min','bwd_iat.tot','bwd_iat.avg',’
bwd_iat.std',

'flow_iat.min','flow_iat.max','flow_iat.tot','flow_iat.avg','flow_iat.std','payload_bytes
_per_second','fwd_subflow_pkts','bwd_subflow_pkts','fwd_subflow_bytes','bwd_subflow_byte
s,

'fwd_bulk_bytes','bwd_bulk_bytes','fwd_bulk_packets','bwd_bulk_packets','fwd_bul
k_rate','bwd_bulk_rate','active.min’,'active.max’,'active.tot','active.avg','active.std',

'idle.min’,'idle.max’,'idle.tot','idle.avg','idle.std','fwd_init_window_size','bwd_init_wi

ndow_size','fwd_last_window_size','bwd_last_window_size']

feature_df flow = df flow[features_flow]

# merge features with uid

df f1 = pd.merge(feature_df flow,feature_df conn,how='outer',on="'uid')

df fsm= pd.merge(df_f1,feature_df ssl,how='outer',on="uid')

# only TLS flows

df_onlytls = df_fsm.dropna(subset=['version'])

# make sure a complete TLS connection

df onlytls1 = df _onlytls.query("established == 'T"")

print(df_onlytls.shape,df_onlytlsl.shape)

return df_onlytlsl

# TR web ITH S HR: AL H) peap T B IRAFAE uploads SCAFR T, 7E T
IR FRE T peap ST,

# PITTS BN 45 S ARATALE logs SCHERT, BT CAECHUERRT, 75EAME logs SUHFIE I
SO AR SR

# AITH T RS, BT S AR IRAFAE data SCHFRR, BT DAZE SR I
S FH 2 data SCHF TR I ST A2 SR s B UM

# Benign
#Google
# KRG H A ) 2850} A%
script_dir = os.path.dirname(os.path.abspath(__file_ ))
# TR U a0 R AT
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path1l = os.path.join(script_dir, "../data/CIC-IDS/Benign_log/Google/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Benign_log/Google/ssl.log")
path3 = os.path.join(script_dir, "../data/CIC-IDS/Benign_log/Google/flowmeter.log")

#IEAT B e
Google = data_select(path1,path2,path3)
print(Google.shape)

#Cloudflare
pathl = os.path.join(script_dir, "../data/CIC-IDS/Benign_log/Cloudflare/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Benign_log/Cloudflare/ssl.log")
path3 = os.path.join(script_dir, "../data/CIC-IDS/Benign_log/Cloudflare/flowmeter.log")

#IEAT B e
Cloudflare = data_select(path1,path2,path3)
print(Cloudflare.shape)

# Malicious
#dns2tcpl
pathl = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge/ssl.log")
path3 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge/flowmeter.log")

#IEAT B e
dns2tcpl = data_select(pathl,path2,path3)
print(dns2tcpl.shape)

#dns2tcp2
pathl = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge1201/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge1201/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dns2tcp/merge1201/flowmeter.log")

#IEAT B e

dns2tcp2 = data_select(pathl,path2,path3)
dns2tcp2 = dns2tcp2.iloc[:47596,:]
print(dns2tcp2.shape)

#dns2tcp3
pathl = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge1802/conn.log")
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path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge1802/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dns2tcp/merge1802/flowmeter.log")

#IEAT B e
dns2tcp3 = data_select(pathl,path2,path3)
print(dns2tcp3.shape)

#dns2tcp4d
pathl = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge2402/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dns2tcp/merge2402/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dns2tcp/merge2402/flowmeter.log")
#EAT B 1
dns2tcp4 = data_select(pathl,path2,path3)
print(dns2tcp4.shape)

#dnscat2_1
pathl = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dnscat2/dnscat2_1201/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dnscat2/dnscat2_1201/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dnscat2/dnscat2_1201/flowmeter.log")

#IEAT B e
dnscat2_1 = data_select(path1,path2,path3)
print(dnscat2_1.shape)

#dnscat2_2
pathl = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dnscat2/dnscat2_1802/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/dnscat2/dnscat2_1802/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/dnscat2/dnscat2_1802/flowmeter.log")

#IEAT B e
dnscat2_2 = data_select(path1,path2,path3)
print(dnscat2_2.shape)

#iodinel
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path1l = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/iodine/iodine_1201/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/iodine/iodine_1201/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/iodine/iodine_1201/flowmeter.log")

#IEAT B e
iodinel = data_select(pathl,path2,path3)
print(iodinel.shape)

#iodine2
path1l = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/iodine/iodine_1802/conn.log")
path2 = os.path.join(script_dir, "../data/CIC-IDS/Malicious_log/iodine/iodine_1802/ssl.log")
path3 = os.path.join(script_dir,
"../data/CIC-IDS/Malicious_log/iodine/iodine_1802/flowmeter.log")
#EAT B 1
iodine2 = data_select(pathl,path2,path3)
print(iodine2.shape)

# B It

Benign = pd.concat([Google,Cloudflare],axis=0) # & JFFTH -9 FEA

Malicious =
pd.concat([dns2tcpl,dns2tcp2,dns2tcp3,dns2tcp4d,dnscat2_1,dnscat2_2,iodinel,iodine2],axis
0)

df = pd.concat([Malicious,Benign],axis=0)

print('Malware size: {:d}'.format(len(Malicious)))
print('Benign size: {:d}'.format(len(Benign)))
all_zero_columns = df.apply(lambda x: all(x == 0))
# MR B & TER A

df = df.drop(df.columns[all_zero_columns], axis=1)
# 14 timedelta64[ns] 2SR B R HE H R int 287
df['flow_duration'] = df['flow_duration'].dt.total_seconds()
df = df.drop('service',axis=1)

df = df.drop('established',axis = 1)

print(df.shape)

#ob_feature = df.select_dtypes(include='object')
#print(ob_feature.shape)

new_df = df.select_dtypes(exclude='object')
print(new_df.shape)
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# QIR
y = np.hstack((np.full((1,len(Malicious)),0),np.full((1,len(Benign)),1))).T

y =y.ravel()
print(y.shape)

#AHORTE M, BREILESE 0.4

corr_matrix = new_df.corr()

redundant_features =[]
foriin range(len(corr_matrix.columns)):
for jin range(i+1, len(corr_matrix.columns)):
if abs(corr_matrix.iloc[i, j]) >= 0.4:
redundant_features.append(corr_matrix.columnslj])

corr_features = new_df.drop(redundant_features, axis=1)

# 34F corr_features F| csv /4

corr_features.to_csv('doh_corr_features.csv', index=False)

print("Remaining features after removing redundancy:")
print(corr_features.columns)
print(corr_features.shape)

# 2l T

plt.figure(figsize=(20, 20))
sns.heatmap(corr_features.corr(), annot=True, fmt=".2f")
plt.show()

# B A

to_matrix = zat.dataframe_to_matrix.DataFrameToMatrix()
corr_X =to_matrix.fit_transform(corr_features)
print(corr_X.shape)

# DRAF R

np.save('doh_corr_X.npy', corr_X)
np.save('doh_y.npy', y)
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